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Disclaimer

Al will make some unflattering claims about academic research in anomaly
detection.

ASome of my students did help in running experiments. However, these ar
my viewpoints, and are not necessarily endorsed by my students or UCR

Al am not claiming thamy research is free of these flaws, or flaws in geners
AMy title is clickbait, sorry. However, it is also true.

AMy slides are a too wordy, sorry. But | do hope people will also read this
offline.



Overarching Claim

AAbout 95% of papers on Time Series Anomaly Detection (TSAD)
one or more flaws. These flaws include:

ATesting on deeply flawed datasets

A Trivial

A Mislabeled

A Unrealistic Anomaly Density
A Runto failure

AUse of inappropriate measures of success

ANon-reproducible experiments

AAssuming Deep Learning is the answer

AStabbing William of Ockham in the Heart

ANot doing anomaly detection, but then calling it anomaly detection.

ABecause of these flaws, | argue that their contributions are nil



Testing on deeply flawed datasets

ASomepapersonly test on private datasetsor syntheticdata?, | will
ignorethese,aswe all should!

AThe vast majority of TSADpapers use one or more of datasets
created by Yahoq Numenta SMAP (NASA)MSL (NASA),SDM
0 & h ath $ EaQaMBA-ECGBonio) or SWAT

AlLetustakethe time to look at thesebenchmarkdatasets



The Benchmarks are often Mislabeled: Part

Consider the famous New York Taxi example from Numenta. This is one of the most common benchmarks.
It is claimed that there arfive anomaliesNYC marathoprhanksgivingChristmash S ¢ | day, anthé
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The Benchmarks are often Mislabeled: P~

However, | would argue that there aat leastfive or six additional anomalies, including additional holidays and protests.
Moreover, the anomaly callellarathonis really the daylight savings clock change from the night before.

New York Taxi Demand

July 15t (2014) Jan 315t (2015)



The Benchmarks are often Mislabeled: P%‘éi%

However, | would argue that there are at least five or six additional anomalies, including additional holidays and protest
Moreover, the anomaly calleBlarathonis really the daylight savings clock change from the night before.

Knowing this, what do you think of a claim such as this, from a recent Papetthe NY Taxi
datasett hC 320 naoyTT1X o6dzi ¢S 320 PPy T hX aK:3
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Once you realize that the claim of five anomalies in NY Taxi Is
2dz 0S3AAY (2

V2YyaSyaso

OThe performance of TEAD is compared with those of related methods, such as

188 Yl ye

STL, SARIMA, LSTM, LSTM with STAC®@aSThe comparison results show that
TrCAD outperforms the others in terms of the precision, recall, ansdete

The perfect precision, recall and-Bdores claimed here, just happens

to agree with significant mislabeling.

This strongly suggestwerfitting

Table 1. Comparisons of the proposed framework Tri-CAD and related met

applied
& sciences

Semi.-§ »
Statistj
I¢hs

Upervised Time gor:
2 Degy Lo Abomaly o e
SIE76T e kE K

Time . . STL SARIMA  LSTM LsTM roposed
Series Class Window Metrics il B T with STL Framework
Size (fws) Tri-CAD
NAB Precision 0.533 0.000 0.176 0.161 1.000
NYC Class 1 206 Recall 0.889 0.000 0.333 1.000 1.000
Taxi F1-score 0.667 0.000 0.231 0.277 1.000

MDP}



The Benchmarks are often Mislabeled: R&t

In this Yahoo dataset;is an anomaly...
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The Benchmarks are often Mislabeled: Part |Ib

In this Yahoo dataset;is an anomaly, bub is not, yet they arevirtually identicaldropouts.
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The Benchmarks are often Mislabeled: Part Il|

In this Yahoo dataset it is claimé@ds an anomaly, bub is not

But literallynothinghas changed between the two points
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Mislabeling really matters!

OUSAD outperforms all methods on M8B ¢

This paper claims it outperforms all rivals on MSL 7104 MSL
datasetl. But the margin of victory over three of P R F1 FT*
Its rivals Is less than 3%. AE 0.8535 0.9748 0.8792  0.9101
. . . . IF 0.5681 0.6740 0.5984 0.6166
However, the amount of mislabeling in this LSTM.VAE 08599 09756 08537 09141
dataset an order of magnitude greater than that! DAGMM 0.7562 0.9803 0.8112  0.8537
OmniAnomaly 0.9140 0.8891 0.8952  0.9014
USAD 0.8810 0.9786 0.9109 0.9272

Here is an example from MSR1 G he only anomaly labeled4ri70 to
4890 However surely270 to 4287and 6880 to 6894are anomalies too.
to tell folks that if the

MWWM W i underlying uncertaint |
e Y
= MWMWWWWWW | Dedemes ) g,

| have tried and tried
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My claim of mislabeled data is almost tautologic

In fact, perfect ground truth labels ammpossible
for anomaly detection!



Ground Truth Labels are Impossible for Anomaly Detectic

A For some ML problems, wsanget perfect ground truth, i.e., cats vs dogs
A However, for anomaly detection, we caeverhave perfect ground truth. . '

A Many people have labeled a Friday holiday as an anomaly, that seems reasonable, right?



Ground Truth Labels are Impossible for Anomaly Detectic

A For some ML problems, wsanget perfect ground truth, i.e., cats vs dogs
A However, for anomaly detection, we caeverhave perfect ground truth. fos

A Many people have labeled a Friday holiday as an anomaly, that seems reasonable, right?
A 1 26S0OSNE NWPhS anantal & at §817, when the flood forced us to turn on the emergencg pt
A 1 yR { dzZSo! BEhé andmalg is the noise at 4900 to 5100, when we switch from gas to TIG gveldin
A . dzi ¢ ANo! Thd adainalyis at 5890, when daylight saving time made a day lookdonger
A 1 yR . AND! Thd-adoinalydis at 7420 when we turned off the night lights for an hour as pBRéf

A My point is, wecannever know all the oubf-band possible causes for anomalies. We can never be sure
the anomaly we see, basedonaprioriorp&s2 O AYF2NXIF A2y S A& (0KS 2y

Implication: It is nonsense for anomaly detection papers to publish experimental results with four
five significant digits, when there is always large subjectively and uncertainty as to the ground tru



The Benchmarks are often Trivial:

AA huge fraction of benchmark datasets are trivial to solve.
ATo make that claim more concrete, | will defimiial.

AA time series anomaly detection problem is trivial if it can be solved
with a single line of standard library MATLAB code (or Python, R etc.)

~ ~ ~ ~ s ~

ClassificationKNNor calling custom wrltten functions.

A We must limit ourselves to basic vectorized primitive operations, such as mean max, std,
diff, etc.

AWe may allow a single magic number in our diner. But recall
that many anomaly detectlon algorithms have up to a dozen
LI N YSUSNAZ FyR G €SIadg |

'.I:



The Benchmarks are often Trivial: Part |

From the OMNI Benchmark, used in dozens of top tier papers.
A test dataset, witlmround truth, how hard is this to solve?

11 M19 (OmniAnomalyServerMachineDatas&est/machine-3-11.txt , Column 19

A n_ Ground Truth

|
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The Benchmarks are often Trivial: Part |

From the OMNI Benchmark.
A test dataset, and three different odmers that perfectly solve it.

11 M19 (OmniAnomalyServerMachineDatas&est/ machine3-11.txt , Column 19

A n_ Ground Truth
| L diff(M19) > 0.1
1 L_M19<0.01

|
0 10,000 20,000 30,000



The Benchmarks are often Trivial: Part Il

From the Numenta Benchmark.
A test dataset, and a oAmer that perfectly solves it.

AlISDNumentaart_increase spike density

e Ground Truth
—I— movstdAISD,5)>1C
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The Benchmarks are often Trivial: Part Il

From the Yahoo Benchmark.
A test dataset, and a oAmer that perfectly solves it.

08 - R1: Yahoo AReall
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The Benchmarks are often Trivial: Part Il

From the Yahoo Benchmark.
A test dataset, and a oAmer that perfectly solves it.
Note how exactly the onéner predicts the ground truth labels
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From the NASA MSL dataset.
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The Benchmarks are often Trivial: Part Il|

From the OMNI Benchmark.
This dataset has lots of anomalies, it has 38 dimensions and comes with training data.

Trace 14

OmniAnomalyServerMachineD

atasettest/machine-2-5.txt Ground Truth\ | ”—I | | | | | | I I | I |_L|.|" | I | I
\




The Benchmarks are often Trivial: Part Il|

From the OMNI Benchmark.
This dataset has lots of anomalies, it has 38 dimensions and comes with training data.

But here, a single line of code, and a single dimension, no training data, no parameters, v

can do almost perfectly, and better than any published result.
This single line of code is bastatistical process contrglabout 80 years old.

Trace 14
One line of code\ m

WWNWMMWMWL‘ ool Ao
OmniAnomalyServerMachineD \

atasettest/machine-2-5.txt Ground Truth\ | ”—I | | | | | | I I | I |_L|.|" | | | I
\ \
0




Not convinced by onéner argument?

Let's look at one of the Yahoo Benchmarks, and compare it tey@&0old simple method calletme series discords

(Time series discords can be computed by the Matrix Profile, or faster O(n) algorithms)

Time Series Discords are:
A Fast to compute
A Simple to implement:
A Require only a single parameter:
A Do not need training daté
Time Series Discords datremely welbn all the benchmark datasets.

AdBenchmarkl S100.csv




Philosophically: What does the otieer argument mean?

The oneliner argument could be cast in more rigorous terms, perhaps arguing about line
separability or Kolmogorov complexity. However, that seems to be pretentious and unne

Imagine the following problems
A Determine if an audio signal contains Brazilian or European Portuguese
A Determine if a text review of a product is positive or negative
A Segmentation of an arbitrary song intaro, verse chorus bridge, andoutro

All these problemsare solvable with ML.



Philosophically: What does the otieer argument mean?

The oneliner argument could be cast in more rigorous terms, perhaps arguing about line
separability or Kolmogorov complexity. However, that seems to be pretentious and unne

Imagine the following problems
A Determine if an audio signal contains Brazilian or European Portuguese
A Determine if a text review of a product is positive or negative
A Segmentation of an arbitrary song intaro, verse chorus bridge, andoutro

All these problemsare solvable with ML.
| 26 SOSNE ¢2dzf RYQU €2dz 6S a4dzaLIAOA2dza AT
You might investigate and perhaps sa: yes, you could separate positive and negative

reviews in that dataset, budnly because positive reviews are in all uppercase, and negati
reviews are In all lower case. Your success here says nothing about the general.probler

This i1s what the one liner argument is saying. If I can solve a problem with five seconds
thought and one line of code, then surely the task has some trivial structure that makes
easy to be interesting.



The Benchmarks are often Trivial: Summary

At least 90% of the benchmark datasets can be solved with very simple
YSGK2ZRA RIOAY3 0O ARSRERBASE 2NJ ¢

At least 90% of the benchmark datasets can be solved without needing

to even look at the training data!

This should be worrisome. In what sense do we need madearaing

or deeplearning when it is not clear we need tearnfrom the training
data in any way?

9d{ d® tI3AST ahy tNRoftSYa Ay 6KAOK | / Bibnyetks voh 4, ro. 2t 1957) p. 84852NJ h OO



The Benchmarks have other ProblemRsin to failure bias

A (esp. Yahoo and NASR)In to failure biasMost of the anomalies appear at
the end of a time series.

CKA& YSIya 2dzad 3IdzSaairyd c

Most anomalies are near the end/

307  Location of the rightmost anomaly label for the Yahoo Al
25- datasets, normalized as a percentage of the full length




The Benchmarks have other Probleidarealistic Anomaly Density |

A Consider these examples from NASA MSL - e |
M 2-tXt *'.‘[;\'{l}il‘l"l‘\'\l\ _\]\I}-l*ﬂ'l-‘.W_

A More that half the data is labeled as being __| W

1
an anomaly! o *

\
|

‘C:\‘

A al )f 2Yltee Aa || aey?2 y'iew Yo E R N
0KSAaS Fy2YlFtASa &dz2NB N =N
A A real anomaly detection algorithm must be
able to deal with the tiny prior probability of.. .~ eeee
seeing an anomaly. t D24t Fymmmm




The Benchmarks have other Probleidarealistic Anomaly Density Il

A

Vd

VAARSNI 0KA&a RIGFaASO® LG KA Moo

| 2 (
ARSYUAOFE FTNNEOGKYAFad LY Yeé OASgX

A
A

Isn't this much closer to a classification or clustering problem?

If you find one anomaly, you are going to find them all. Repomtiagyot 133 out of
133!'implies an unwarranted level of utility and success.

Even better, | wouldry to get one wrong, so | could repof@ur accuracy is 0.9924!

IyIBA805 (excergt)

1000 2000 3000 4000 5000 6000 7000 8000 9000 1000



The Benchmarks have other Problerdarealistic Anomaly Density |l

LY 0KS NBIFf ¢62NIRZE y2YFfASa | NB N

/One anomaly a year, not good. TQ;

anomalies In a year, people start
talking. Three anomalies in a yeatrr,
better start looking for a new job

j Mike Noskov, Director, Data
Science, Aspen Technology

o

MBASOS (excergt)

1000 2000 3000 4000 5000 6000 7000 8000 9000 1000



Spurious Precision iIs Rampant in TSAD |

AMany papers report three, four or five digits of precision for their experimental results.
A Of course, the great uncertainly in ground truth labels suggests that this is meaningless.



Spurious Precision iIs Rampant in TSAD |

AHoweverevenif we assumed that we had perfect ground truth labels, much of the precisi
claimed woulastill be wrong.

AConsider the below, this oneehour sampled sensor was broken from midnight to midnigt
on Xmas day.

) MWWWW\A\WWW o) ‘ ‘

ASuppose my algorithm finds this, can | claim that | got 24 out of 24?

ANo!, these are not independent eventggot 1 out of 1, not 24 out of 24!

Als this obvious to you? Great, but see the next two slides, and see many TSAD papers.



Spurious Precision iIs Rampant in TSAD |

A Consider this very trivial anomaly detection
dataset,ECG(A) M»WWW
. . . ECG(N
A A recent paper published an experiment on this \1 .

dataset, giving results with 4 significant digits!

A This implies ludicrously fine distinctions are being
made. However, | argue the results should be

binary(detected| not-detected.

_ .. i . Table 3: Effectiveness of coarse-to-fine fusion in the pro-
A If the precision relates to timing, then it is maklngposed RAMED model.

a distinction down to 1/259 of a second,

something that is medically impossibie. ECG(A) AUROC _AUPRC ___ FI
w/0 coarse-to-fine fusion 0.6479 0.5035 0.4965
full model 0.7358 0.5714 0.5427

A Many TSAD papers make similarly meaninglessly
overspecified claims, giving the illusion of careful
and statistically meaningful distinctions being
made. This is just nonsense.



Nonreproducible Experiments

A There are many papers that publish thme serieghat are publicly available,
but the anomalyabelsare not available! Neurips2020

i i Table 2: Precisiomp(ec), recall (rec) and F1 score results (as %)
A Butif the anor_nalyabelsare not avallable’ then you cannot on various data sets. The number in brackets after the F1 value
reproduce a Slng|e number. the rank of the method. The smaller the better
A Moreover, this practice is open to an obvious idea for abuse: 2D-gesture power-demand
IRun your algorithm, then usts predictions as the ground pee e M e e F
truth! LOF 27.82 8721 4218 | 1529 2813 19.81 (9)

OC-SVM 65.50 25.57 36.78 (14) 12.40 60.43 20.58 (8)
iso forest 28.54 68.04 40.22 (10) 7.85 8977 14.44 (13)
deep SVDD 26.26 64.53 37.32(13) 11.51  64.74 19.54 (10)
AnoGAN 57.85 46.50 51.55 4) 20.28 44.41 28.85(5)
DAGMM 25.66 80.47 38.91 (12) 3437 41.72 37.69 (4)

EncDec-AD 24.88 100.0 39.85(11) 13.98 54.20 22.22 (6)
LSTM-VAE 36.62 67.76 47.54 (6) 8.00 56.66 14.03 (14)
MadGAN 2941 76.40 42.47 (7) 13.20  60.57 21.67 (7)
BeatGAN 55.11 45.33 49.74 (5) 8.04  76.58 14.56 (12)
OmniAnomaly| 27.70 79.67 41.11 (9) 8.55 7873 154211
MSCRED 61.26 59.11 60.17 (2.5) 55.80 34.32 42.50 (3)

CVDD \ 56.05 6495 60.17 2.5) \ 49.65 3836 4330 () |

THOC ]54.78 75.00 63.31 (1) ]61.50 36.34 45.68 (1) |




To I

Non-reproducible Experiments

In this case, | happen to have introduced bothd@i2sture and
power-demand to the community almost 20 years ago.

These are reasonable datasets for showing anecdotal examples.

But the anomalies within them are highly subjective, there is
simply no way to pull out four significant digits from these
datasets.

There is no unambiguous way these authors could have
obtained ground truth here. These results are nonsense.

Neurips2020

Table 2: Precisiomp(ec), recall (rec) and F1 score results (as %)
on various data sets. The number in brackets after the F1 value
the rank of the method. The smaller the better

2D-gesture power-demand
prec  rec F1 prec  rec F1
LOF 27.82 87.21 42.18 (8) 1529 28.13 19.81(9)

OC-SVM 65.50 25.57 36.78 (14) 12.40 60.43 20.58 (8)
iso forest 28.54 68.04 40.22 (10) 7.85 8977 14.44(13)
deep SVDD 26.26  64.53 37.32(13) 11.51 64.74 19.54 (10)
AnoGAN 57.85 46.50 51.55 @) 20.28 44.41 28.85(5)
DAGMM 25.66 80.47 38.91 (12) 3437 41.72 37.69 (4)

EncDec-AD 24.88 100.0 39.85(11) 13.98 54.20 22.22 (6)
LSTM-VAE 36.62 67.76 47.54 (6) 8.00 56.66 14.03 (14)
MadGAN 2941 76.40 42.47 (1) 13.20 60.57 21.67 (7)
BeatGAN 55.11  45.33 49.74 (5) 8.04  76.58 14.56 (12)
OmniAnomaly| 27.70 79.67 41.11(9) 8.55 78.73 154211
MSCRED 61.26 59.11 60.17 (2.5) | 55.80 34.32 42.50 (3)

CVDD \ 56.05 6495 60.17 2.5) | 49.65 3836 4330 () |

THOC \54.78 75.00 63.31 (1) |6l.50 36.34 45.68 (1) |




Assuming thaDeep Learning the Answer

A A large fraction of TSAD papers assume that deep learning is the answer, and their pa

reduces toWe will show that this variant of deep learning is better than those seven
variants of deep learnirig

However, because of the many reasons discussed above, | think that there is cureeotly
evidence that deep learning is SOTA for FSAD

Moreover, we should expect deep learning to have difficulties in this setting:

A Few or no labeled examples

A Very complex models, with relatively small datasets

A For time serieslassificationwhich does have lots of labels, lots of data and lots of constraints, deep
learning is only a little bit better than 5@earold nearest neighbor classification with DTW.

| am not saying deep learnimguldnot work here. But | am willing to say that | do not

think any current deep learning for TSAD methods can beat simpler decade old

approaches. We certainly cannot assume this is the case.

1] am not making any claims about deep learning in general
2DAEMON: Unsupervised Anomaly Detection and Interpretation for Multivariate Time Serie:
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One of the bespapers on deep learning TSAD | have read is the retemiporal
convolutional autoencoder for unsupervised anomaly detection in time series

Usually well written, strong reproducibly, some real insights.

However, at the end of the day, they have to learn or set a dozen parameters to create
predictions for datasets like the below (their first dataset of 48 considered)

B

‘ — ‘ ‘ ‘ 120000
| | ” Ground Truth I_I I_I




One of the bespapers on deep learning TSAD | have read is the retemiporal
convolutional autoencoder for unsupervised anomaly detection in time series

Usually well writtenstrongreproducibly, some actual insights.

However, at the end of the day, they have to learn or set a dozen parameters to create
predictions for datasets like the below (their first dataset of 48)
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Time series discords(blue), thresholded to predict

Mbw anomalies (red) J{ %AA MMN
OM T T ¥ O U T OV AU VRO N s B AP s it ek T e, Nk b by bbb b iebbigcha bl ha bashedn T e e 2 b s el bk I Lo b N Mpnadak,

However, a 2§/earold, simple, fast, singlparameter, dozedines-of-code method seems
to be at leastcompetitive. What does the use of deep learning buy for us here?



Example of Deep Learning, but Shallow Thinkir

At leasttwo recentpapersdid the following

Usedeeplearningto look at a PPGsignal,and classn‘ythe user's
behaviorinto walking runningetc.

Thisisa stunningresult!

he result is attributes to variousd Y | 3 Xopefties of deep
learning

VN AN

Do o Io Ix




A Butwait aminute..

A If you havethe PPGyou cantrivially get the heart rate, and the respifétionrate
(aswe havedonefor decades)

A If youtreat it asa simple2D problemfeature, a linear classifieis muchbetter!

Here deep learning is doing nothing magical. It is doing indirectly and
expensively, what people have been dotectlyfor decades, and
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Example of Deep Learning, but Shallow Thinkir

A | believe that most deep learningfor TSADpapersare
like the exampleon the lastslide

A They are using complex deep learning to solve a
problem that was solvablewith much simpler methods
decadesago

A They are attributing their & & dzO Qd some vague
& Y | 3 df AGeep learning, not to the fact that the
datasetsthey are workingon aretrivial!



Late Breaking News

A Two papersmakesimilarobservationsn a slightlydifferent time seriescontext

Do We Really Need Deep Learning Models for Time Series Forecasting?

Shereen Elsayed *f Daniela Thyssens *f
elsayed@uni-hildesheim.de thyssens@uni-hildesheim.de
Ahmed Rashed * Lars Schmidt-Thieme *
ahmedrashed@ismll.uni-hildesheim.de schmidt-thieme@ismll.uni-hildesheim.de

Deep Learning for Road Tratfic Forecasting:
Does 1t Make a Difference?

Eric L. Manibardo, Ibai Lafia, and Javier Del Ser, Senior Member, IEEE

E. L. Manibardo, I. Lafia and J. Del Ser, "Deep Learning for Road Traffic Forecasting: Does It Make a
Difference?," in IEEE Transactions on Intelligent Transportation Systems (Early access), 2021.



Stabbing William of Ockham in the Heart
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Up to the limit of subjectively
of labels, it is clear that we
can find all the anomalies
with simple singleparameter
method, for example the
Matrix Profile.



Stabbing William of Ockham in the Heart |

Recall the NY Taxi dataset.

Up to the limit of subjectively
of labels, it is clear that we
can find all the anomalies
with simple singlegparameter
method like time series
discords, that has been
around for 20 years.

Yet there are dozens of
papers that have to learn or
set five or more parameters
to do the same (or a worse)
job on this dataset.

What does that achieve?
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LSTM Architecture

2 Recurrent layers: {50, 20}, Dropout: 0.4,
| Dense layer:{24}, Learning rate: 0.0001

Data Sets

NYC Taxi Demand

Anomaly segments
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Fig. 6. Experiment for the New York City taxi demand dataset. The top plot shows the expected log-likelihood, and the bottom plot shows anomaly segments
in red. The blue segments generally do not firmly represent anomalies and need further analysis. In this case, except for August 29, all blue segments refer
to national holidays whose patterns are anomalous. The parameters for this experiment are w = 30, k = 6, g = 5, h1 = —3.57, and ha = —4.28.
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| could not count all the parameters set, but clear more than a dozen.
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OWe manually label a day as abnormal if it is a weekday with low power consugpbon
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[a] Mao V. Ngo, Tie LublakimaChaouchiTony Q. S. Quek: Contextigdndit Anomaly Detection for 0T Data in Distributed Hierarchical Edge Computing. ICDCS 20230227
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OWe manually label a day as abnormal if it is a weekday with low power consugpbon

It is a very nicely written paper. But at the end of the day, it is clear that we can find all the anomalies with
simple singlegparameter method like time series discords, that has been around for 20 years.
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[a] Mao V. Ngo, Tie LublakimaChaouchiTony Q. S. Quek: Contextigdndit Anomaly Detection for 0T Data in Distributed Hierarchical Edge Computing. ICDCS 20230227
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In essenceywe should prefer the simplest solution to a problem

However, it is clear that some TSAD papers are proposing solutions that are orders of
magnitude more complex than the need to be, given the data they examine.

Thesolution?
A Test on norrivial datasets that warrant all this complexity.

A Stopwriting this overcomplicated papers



Not doing anomaly detection, and Streetlight

fallacy

calling it anomaly detection
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A &We manually label a day as abnormal if it is a weekday with low power consugptian |- 8
A 6A week when any of the first 5 days has low power demands is considered anégmalaué 6
A dwe considered anomalies as weekdays that have low level on power consumptiorO 6

But think about it. If you can concretely define in a single English sentence what you expe
to find in advanceils that really anomaly detection?

hod ~ V4 ~ ~ V4

L y2YIl £ & RSGSOU Afycttheainepéctegz(l ol AS\ GBS Y G KS

[a] Mao V. Ngo, Tie LublakimaChaouchiTony Q. S. Quek: Contextaindit Anomaly Detection for loT Data in Distributed Hierarchical Edge Computing. ICDCS 262230227
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AThus far this talk has been negative, sorry
ALet me switch to a small positive contribution | can make

AMany of the problems | noted derived from poor datasets and poor
measures of success (Spurious precision etc.)

Al havetried to makesomeO2 Y O NA 0 dzi A 2y KSNEB X



UCR/HEX Anomaly Benchmark Datasets 202

A | have created a set of 250 time series anomaly detection benchmark
datasets.

A While not perfect, | hope that they will allow for more meaningful
empirical work by the community.



The Rationale for thBatasets

AGiven the previously noted issues, we ask if we could we create
better data collection?

A Avoiding Triviality, Mislabeling, Ram-failure bias and Unrealistic anomaly density

A Avoid issues in scoring by making the discovery of an anomalpipargevent.

A Have lots of datasets, so the sum of many binary events is a real number (the percentage correct) that
discriminates among competing ideas.

A Some algorithms may be biased to predict the beginning or the end of an anomaly. In any case, the exact be
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barely effect the default rate and avoids penalizing otherwise very accurate algorithms.

True anomaly is in yellow region, but prediction in any part of the highligh
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The Rationale for th€hallengdesign

AAnomaly discovery methods typically have two parts

A(a) finding the region(s) most likely to be an anomaly
A0 dzaAy3 &a2Y$S &l KNBafaRdndmaly. (2 LINBRA O

A2S YIé& 0S 6NPaQIT a0odwb A aAKS WI NRSad hd
can sometimes depend on some enftband information.

A2 S Oy O2YLX S bt IpdzNBr2 BySctlviniée SkoH&dyApgT Bataset, ar
telling people there igxactlyone anomaly per dataset.

Alf we do have binary scores per dataset, we are going to need to have lots of dataset:
order to have discrimination among teams.

AHow do we get lots of datasets??



Getting Datasets

AWe posted a call for datasets in Reddit/ML an®bworld

AWe wrote to essentially everyone that published a paper in SIGKDD, ICDM, ICDE, S
VLDB, SIGMORNgeurlPS3Sn the last five years, on the topic of time series anomaly
detection'.

AWe wrote to essentially everyone that citéhoq Numenta, SMAP MSL SDM MBA-ECG
SWAT(using Google scholar).

AThese efforts yielded zero datasets.

AThus| createdthe datasetanyself(with some help frommy studentg using datasets |
have collected or created over 20 years.

1To be fair, we might have missed a paper or two, and we did not aggressively pursue bounce emails etc
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ALargely solve thenislabelingoroblemt
ASolve theriviality?/ run-to-failure/lunrealisticdensity problems

ACompletely solve thepurious precisioproblem

Al am not going to go thru all 250 datasets, but let us see an example to ¢
a flavor



_UCR_Anomaly tiltAPB1 100000 114283 114350 .txt

A Mnemonic name
A From 1 toXis training data Sam I f
A Beginanomaly Note the str Orma
A Endanomaly Files qpe .. “Cture of the f:
ote the , 50 Formay file nam
at,
of the pIOtS

The data comes from a healthy male on a tilt table.
At first, he is supine, at around 80000, the table is tilted
forward. The trace is his APB.

Black is original data; green is data after anomaly was introduced
The anomaly is synthetic. There is a secondary peak after the
dicrotic notch. It is normally about half the size of the peak
systolic pressure. For one randomly chosen beat, we made it
much greater, almost as big as the main peak.
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UCR_Anomaly gaitHuntl 18500 33070 33180.txt -

This dataset comes from someone walking on a force plate in a biomechanics lab.
The individual had a mostly symmetric gait, however, after some time, the left foot sensor developed a fault.

This allows us to create an almost 100% natural dataset. We simply took faulty data from the left foot, and
used it to replace some right foot data. We shifted it by a half cycle, slightly smoothing it to remove cut and
paste artifacts, and reduced it amplitude so it was not necessarily the tallest peak.

l
Fault in left =~ Lﬂ WUWM
sSensor 1:50

Black is original data,
green is data after
anomaly was
introduced
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https://archive.physionet.org/physiobank/database/gaitndd/

Conclusions |

A 1 hopel haveconvincedyou, 95%of paperson TSADnakeno contribution

A Thesepapersare:

A Inthe bestcase Solvingoroblemsa hard way, that we couldhavesolvedan easyway, 20 yearsaga
A In the worsecase Contrivingexperimentsand cherry-pickingto makean intrinsicallybadideaslook good



Conclusions Il

A We shouldseethesefactsasawonderful opportunity
A We shouldhavemoreintrospectionasresearchers

A We needto think about problems,what are we trying to do?
A We needto think about evaluation what countsasevidenceof success?

A We shouldbe more (constructively critical asreviewers
A Demand100%reproducibility
A Insiston commonsensebaselines

A Thepaucity of good datasetsis partly to blame,we shouldreward those who are
willing to do the hardwork of creatinggooddatasetsand makingthem public



Questions?

The new datasets will be linked from www.cs.ucr.edu/~eamonn/time_series data 2018/
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Dataset Design Principles |

A Remove the threshold questianPAnomaly detection typlcally consists of two parts. A) Find the candidate region(s)
thatmightbel y2 YIF f ASad . 0 ¢Sai )\'-FZ A)/RSNJ e2dz2NJ Y2RSt X @2dz 2
telling the world that there igxactly one anomaly y’ 0 KS 5 GSai RJ- uvl ) 2 S R?2 u,KA a
FILOG2NBE O6YAAOf | aaAFTFAOFIGAZY Ozé"é SGO0OPOIT YR 6S UGKAY

A Try to have diverse datasets
A Use real data only in the cas®u can be sure the anomaly is thely (or by a large margimmost significant anomaly.

A For synthetic data, model something in the real worfdthen possible). For example:
A This anomaly models a nurse placing her hand under the respiration strap.

A Avoid Goldilock® C2NJ G fSFad a2YS LINRofSYaz YT Ydzt GALX S
A One that is obvious, probabsnyalgorithm can find them.
A One that is more subtle

A One that is veryerysubtle, probablyno algorithm can find them.

This anomaly models a nur
placing her hand under the
respiration strap

A Implication of the above It is virtually certain that 100% accuracy is not possible.

UCR_Anomaly_resperation1_100000_110260_110412.txt



Scoring Function Design Principles |

Avoid complex and opaque scoring functiolge want a scoring function that..

A Is a single number, for easy comparisons.

A Does not have spurious location precision. If the ground truth says the anomaly is at say 1250, and an algorithm reports2524 it
should be counted as correct. This problem is compound by the Tact that differént algorithms reptaadieg edgethe centeror the
trailing edgeof a sliding window.

A Has a binary score for each example, that can be combined to a real number for the full collection.
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My suggestion
A Let length of anomaly bk, L=end i begin

A Let the prediction of an algorithm be an inteder .
P J ge Correct region

( \
A Pis labeled as correct if: mayin - L, begin - 100) <P < max¢nd+L, end+100)
M
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For this cgllection of datasegs, the only meaningfuIA 14983 - 114350
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Is Deep Learning really useless for Time Series

A Maybe not: Perhapsno one hasfigured out how to do properly yet, but one day
soona mind-blowingpaperwill appear

A Or perhapsthat paperis alreadyout, but | have foolishly dismissedit, becausel
find the experimentsunconvincingpr becausd amjust stupid.

A Maybe yes No one expectsdeep learning to have an impact on say sorting
numbers Maybetime seriesproblemsare so simplethat they cannotbenefit from
whateverit isthat deeplearningdoes

A Maybe yes Time seriesis a little unusualin that we have near perfect distance
measurein DTW (which includesEuclideanDistanceas a specialcase) Maybe,
givena strongdistancemeasure hothingelsereally matters.



Ground Truth Labels are Impossible for Anomaly Detectic

A For some ML problems, vaanget perfect ground truth, i.e., cats vs dog
A However, for anomaly detection, we caeverhave perfect ground truth.
A Consider the example below, where is the anomaly?

AT
| | | | | | - )

0 0.2 0.4 0.6 0.8 1 1.2 1.4 1.6 1.8 2 X10

A Surely it is at the highlighted region?

A No, anyone that has worked in a biomechanical lab has seen this many times, it is the
patient turning around at the end of thferceplateapparatus.

A The anomaly is at 16,000, the lack of a heel strike, wikighusual.

f | have tried and tried to tell folks that if the underlying

uncertainty in your labels is larger than any change in relatiyve
L performance, the change is meaningless L ot Optum




