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Disclaimer

ÅI will make some unflattering claims about academic research in anomaly 
detection.

ÅSome of my students did help in running experiments. However, these are 
myviewpoints, and are not necessarily endorsed by my students or UCR.

ÅI am not claiming that my research is free of these flaws, or flaws in general.

ÅMy title is click-bait, sorry. However, it is also true. 

ÅMy slides are a too wordy, sorry.  But I do hope people will also read this 
offline.



Overarching Claim

ÅAbout 95% of papers on Time Series Anomaly Detection (TSAD) have 
one or more flaws. These flaws include:
ÅTesting on deeply flawed datasets

ÅTrivial

ÅMislabeled

ÅUnrealistic Anomaly Density 

ÅRun-to failure

ÅUse of inappropriate measures of success

ÅNon-reproducible experiments

ÅAssuming Deep Learning is the answer and ignoring competitive decade-year-old methods 

ÅStabbing William of Ockham in the Heart unjustified complexity

ÅNot doing anomaly detection, but then calling it anomaly detection.

ÅBecause of these flaws, I argue that their contributions are nil.



Testing on deeply flawed datasets

ÅSomepapersonly test on privatedatasetsor syntheticdata2, I will
ignorethese,aswe all should!

ÅThe vast majority of TSADpapers1 use one or more of datasets
created by Yahoo, Numenta, SMAP (NASA),MSL (NASA),SDM
όάhabLέtŜƛΩǎLab), MBA-ECG(Boniol) or SWAT.

ÅLetustakethe time to lookat thesebenchmarkdatasets.

1Wu and Keogh: Current Time Series Anomaly Detection Benchmarks are Flawed and are Creating the Illusion of Progress.
2I do see a limited role for some experiments on synthetic data in some cases



The Benchmarks are often Mislabeled: Part I 

Consider the famous New York Taxi example from Numenta. This is one of the most common benchmarks.
It is claimed that there are fiveanomalies: NYC marathon, Thanksgiving, Christmas, bŜǿ ¸ŜŀǊΩǎ day, and a Blizzard.

July 1st (2014) Jan 31st (2015)

New York Taxi Demand 



The Benchmarks are often Mislabeled: Part I 

Consider the famous New York Taxi example from Numenta. This is one of the most common benchmarks
It is claimed that there are fiveŀƴƻƳŀƭƛŜǎΥ b¸/ ƳŀǊŀǘƘƻƴΣ ¢ƘŀƴƪǎƎƛǾƛƴƎΣ /ƘǊƛǎǘƳŀǎΣ bŜǿ ¸ŜŀǊΩǎ ŘŀȅΣ ŀƴŘ ŀ .ƭƛȊȊŀǊŘΦ
However, I would argue that there are at least five or six additional anomalies, including additional holidays and protests.
Moreover, the anomaly called Marathon is really the daylight savings clock change from the night before.

July 1st (2014) Jan 31st (2015)

New York Taxi Demand 

Discord score

1Len Feremans, et al. Pattern-Based Anomaly Detection in Mixed-Type Time Series. ECML/PKDD (1) 2019: 240-256



The Benchmarks are often Mislabeled: Part I 

Consider the famous New York Taxi example from Numenta. This is one of the most common benchmarks
It is claimed that there are fiveŀƴƻƳŀƭƛŜǎΥ b¸/ ƳŀǊŀǘƘƻƴΣ ¢ƘŀƴƪǎƎƛǾƛƴƎΣ /ƘǊƛǎǘƳŀǎΣ bŜǿ ¸ŜŀǊΩǎ ŘŀȅΣ ŀƴŘ ŀ .ƭƛȊȊŀǊŘΦ
However, I would argue that there are at least five or six additional anomalies, including additional holidays and protests.
Moreover, the anomaly called Marathon is really the daylight savings clock change from the night before.

Knowing this, what do you think of a claim such as this, from a recent paper1Υ άOn the NY Taxi 

dataset FthC Ǝƻǘ лΦуттΣ ōǳǘ ǿŜ Ǝƻǘ лΦутфΣ ǎƘƻǿƛƴƎ ƻǳǊ ƳŜǘƘƻŘ ƛǎ ōŜǘǘŜǊέ?

July 1st (2014) Jan 31st (2015)

New York Taxi Demand 

Discord score

1Len Feremans, et al. Pattern-Based Anomaly Detection in Mixed-Type Time Series. ECML/PKDD (1) 2019: 240-256



Once you realize that the claim of five anomalies in NY Taxi is 
ƴƻƴǎŜƴǎŜΦ ¸ƻǳ ōŜƎƛƴ ǘƻ ǎŜŜ Ƴŀƴȅ ǇǳōƭƛǎƘŜŘ ŎƭŀƛƳǎ ŀǎ ǎǘǊŀƴƎŜΧ 

άThe performance of Tri-CAD is compared with those of related methods, such as 

STL, SARIMA, LSTM, LSTM with STL, and ADSaS. The comparison results show that 

Tri-CAD outperforms the others in terms of the precision, recall, and F1 ςscoreέ

The perfect precision, recall and F1-scores claimed here, just happens 
to agree with significant mislabeling. 

This strongly suggests overfitting



The Benchmarks are often Mislabeled: Part IIa

In this Yahoo dataset, Cis an anomaly...
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The Benchmarks are often Mislabeled: Part IIb 

In this Yahoo dataset, Cis an anomaly, but D is not, yet they are virtually identical dropouts.
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The Benchmarks are often Mislabeled: Part III 

In this Yahoo dataset it is claimed A is an anomaly, but B is not

But literally nothinghas changed between the two points

1100 1150 1200 1250 1300 1350 1400

0

0.2

0.4

0.6

0.8

1

A1Benchmark-real32
(excerpt)
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Here is an example from MSR: G-1. The only anomaly labeled in 4770 to 
4890. However surely 4270 to 4285 and 6880 to 6894 are anomalies too.

άUSAD outperforms all methods on MSLΦΦέ [a]

[a] USAD : UnSupervisedAnomaly Detection on Multivariate Time Series

Mislabeling really matters!

This paper claims it outperforms all rivals on MSL 
dataset[a]. But the margin of victory over three of 
its rivals is less than 3%.

However, the amount of mislabeling in this 
dataset an order of magnitude greater than that!

Vijayant K . VP of 

Product: ML & AI at Optum

I have tried and tried 
to tell folks that if the 
underlying uncertainty 
in your labels is larger 

than any change in 
relative performance, 

the change is 
meaningless



My claim of mislabeled data is almost tautological

In fact, perfect ground truth labels are impossible
for anomaly detection!

Å(however, it really is the case that most of the benchmark datasets have 
mislabelings. In some cases, I was able to confirm with the datasets creators 
that they had made errors)



Ground Truth Labels are Impossible for Anomaly Detection!

Å For some ML problems, we canget perfect ground truth, i.e., cats vs dogs

Å However, for anomaly detection, we can neverhave perfect ground truth.

Å /ƻƴǎƛŘŜǊ ǘƘŜ ŜȄŀƳǇƭŜ ōŜƭƻǿΣ ǘƘŜ ŜƭŜŎǘǊƛŎŀƭ ǇƻǿŜǊ ŘŜƳŀƴŘ ŦƻǊ ŀ ŦŀŎǘƻǊȅΧ

5000 5500 6000 6500 7000 7500 8000 8500

Å Many people have labeled a Friday holiday as an anomaly, that seems reasonable, right? 



Ground Truth Labels are Impossible for Anomaly Detection!

Å For some ML problems, we canget perfect ground truth, i.e., cats vs dogs

Å However, for anomaly detection, we can neverhave perfect ground truth.

Å /ƻƴǎƛŘŜǊ ǘƘŜ ŜȄŀƳǇƭŜ ōŜƭƻǿΣ ǘƘŜ ŜƭŜŎǘǊƛŎŀƭ ǇƻǿŜǊ ŘŜƳŀƴŘ ŦƻǊ ŀ ŦŀŎǘƻǊȅΧ

Implication: It is nonsense for anomaly detection papers to publish experimental results with four or 
five significant digits, when there is always large subjectively and uncertainty as to the ground truth. 

5000 5500 6000 6500 7000 7500 8000 8500

Å Many people have labeled a Friday holiday as an anomaly, that seems reasonable, right? 

Å IƻǿŜǾŜǊΣ WƻŜ ǎŀȅǎ άNo! The anomaly is at 5817, when the flood forced us to turn on the emergency pumpέ

Å !ƴŘ {ǳŜ ǎŀȅǎ άNo! The anomaly is the noise at 4900 to 5100, when we switch from gas to TIG weldingέ

Å .ǳǘ ¢ƛƳ ǎŀȅǎ άNo! The anomaly is at 5890, when daylight saving time made a day look longerέ

Å !ƴŘ .ƛŎ ǎŀȅǎ άNo! The anomaly is at 7420 when we turned off the night lights for an hour as part of IDAέ

Å My point is, we cannever know all the out-of-band possible causes for anomalies. We can never be sure that 
the anomaly we see, based on a priori or post-ƘƻŎ ƛƴŦƻǊƳŀǘƛƻƴΣ ƛǎ ǘƘŜ ƻƴƭȅ ƻǊ άōŜǎǘέ ŀƴƻƳŀƭȅΦ   



ÅA huge fraction of benchmark datasets are trivial to solve.

ÅTo make that claim more concrete, I will define trivial.

ÅA time series anomaly detection problem is trivial if it can be solved 
with a single line of standard library MATLAB code (or Python, R etc.) 

Å6ÌɯÊÈÕÕÖÛɯɁÊÏÌÈÛɂɯÉàɯÊÈÓÓÐÕÎɯÈɯÏÐÎÏ-level built -in function such as kmeansor 
ClassificationKNNor calling custom written functions. 

ÅWe must limit ourselves to basic vectorized primitive operations, such as mean, max, std, 
diff, etc.

ÅWe may allow a single magic number in our one-liner. But recall 
that many anomaly detection algorithms have up to a dozen 
ǇŀǊŀƳŜǘŜǊǎΣ ŀƴŘ ŀǘ ƭŜŀǎǘ ŀ ŦŜǿ ǎŜŜƳ άƳŀƎƛŎέ ǘƻ ƳŜΦ

The Benchmarks are often Trivial:



The Benchmarks are often Trivial: Part I

From the OMNI Benchmark, used in dozens of top tier papers.
A test dataset, with ground truth, how hard is this to solve?

0 10,000 20,000 30,000

0

1 M19  (OmniAnomaly/ServerMachineDataset/test/machine-3-11.txt , Column 19)

Ground Truth



The Benchmarks are often Trivial: Part I

From the OMNI Benchmark.
A test dataset, and three different one-liners that perfectly solve it.

0 10,000 20,000 30,000

0

1 M19  (OmniAnomaly/ServerMachineDataset/test/ machine-3-11.txt , Column 19)

diff(M19) > 0.1
Ground Truth

movstd(M19,10)>0.1
M19 < 0.01



The Benchmarks are often Trivial: Part II

From the Numenta Benchmark.
A test dataset, and a one-liner that perfectly solves it.

AISD: Numentaart_increase_spike_density

0 1000 2000 3000 4000

Ground Truth

movstd(AISD,5)>10



The Benchmarks are often Trivial: Part III

From the Yahoo Benchmark.
A test dataset, and a one-liner that perfectly solves it.
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R1>0.45



The Benchmarks are often Trivial: Part III

From the Yahoo Benchmark.
A test dataset, and a one-liner that perfectly solves it.
Note how exactly the one-liner predicts the ground truth labels
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0 500 1000 1500

R1: Yahoo A1 -Real1

Ground Truth
R1>0.45

1200 1210 1220

Ground Truth

R1>0.45

Zoom-in



0 500 1000 1500 2000 2500 3000 3500 4000

plot(movmin(F7,64)>-0.75,'r')

From the NASA MSL  dataset.

A test dataset with three 
anomalies..

A complex method finds the  
three anomalies, plus one 
false positive.

However, a one liner can 
finds just the three anomalies 
correctly



The Benchmarks are often Trivial: Part IIII

From the OMNI Benchmark.
This dataset has lots of anomalies, it has 38 dimensions and comes with training data.

0 0.5 1 1.5 2 2.5

10
4

Ground Truth
OmniAnomaly/ServerMachineD
ataset/test/machine-2-5.txt

Trace 14



The Benchmarks are often Trivial: Part IIII

From the OMNI Benchmark.
This dataset has lots of anomalies, it has 38 dimensions and comes with training data.

But here, a single line of code, and a single dimension, no training data, no parameters, we 
can do almost perfectly, and better than any published result. 
This single line of code is basic statistical process control, about 80 years old. 

0 0.5 1 1.5 2 2.5

10
4

Ground Truth
OmniAnomaly/ServerMachineD
ataset/test/machine-2-5.txt

One line of code

Trace 14

One line of code

T > mean(T) + (2* std(T)); 
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Not convinced by one-liner argument?  

Let's look at one of the Yahoo Benchmarks, and compare it to a 20-year old simple method called time series discords.

(Time series discords can be computed by the Matrix Profile, or faster O(n) algorithms)
Time Series Discords are:
Å Fast to compute
Å Simple to implement: 10 lines of code, a little more to compute fast.
Å Require only a single parameter: A recent paper removed even that parameter. See MERLIN
Å Do not need training data (but can use it if needed)

Time Series Discords do extremely well on all the benchmark datasets.

E. Keogh, J. Lin and A. Fu (2005).HOT SAX: Efficiently Finding the Most Unusual Time Series Subsequence. (ICDM 2005)



Philosophically: What does the one-liner argument mean?  

The one-liner argument could be cast in more rigorous terms, perhaps arguing about linear 
separability or Kolmogorov complexity. However, that seems to be pretentious and unneeded.

Imagine the following problems
Å Determine if an audio signal contains Brazilian or European Portuguese
Å Determine if a text review of a product is positive or negative
Å Segmentation of an arbitrary song into intro, verse, chorus, bridge, and outro

All these problems aresolvable with ML.



Philosophically: What does the one-liner argument mean?  

The one-liner argument could be cast in more rigorous terms, perhaps arguing about linear 
separability or Kolmogorov complexity. However, that seems to be pretentious and unneeded.

Imagine the following problems
Å Determine if an audio signal contains Brazilian or European Portuguese
Å Determine if a text review of a product is positive or negative
Å Segmentation of an arbitrary song into intro, verse, chorus, bridge, and outro

All these problems aresolvable with ML.

IƻǿŜǾŜǊΣ ǿƻǳƭŘƴΩǘ ȅƻǳ ōŜ ǎǳǎǇƛŎƛƻǳǎ ƛŦ L ŎƻǳƭŘ ǎƻƭǾŜ ƻƴŜ ƻŦ ǘƘŜǎŜ ǿƛǘƘ ŀ ǎƛƴƎƭŜ ƭƛƴŜ ƻŦ ŎƻŘŜΚ

You might investigate and perhaps say: Ah yes, you could separate positive and negative 
reviews in that dataset, but only because positive reviews are in all uppercase, and negative 
reviews are in all lower case. Your success here says nothing about the general problem.

This is what the one liner argument is saying. If I can solve a problem with five seconds of 
thought and one line of code, then surely the task has some trivial structure that makes it too 
easy to be interesting.   



The Benchmarks are often Trivial: Summary

At least 90% of the benchmark datasets can be solved with very simple 
ƳŜǘƘƻŘǎ ŘŀǘƛƴƎ ōŀŎƪ ŘŜŎŀŘŜǎΣ ƻǊ ǿƛǘƘ άƻƴŜ-ƭƛƴŜǊǎέΦ

At least 90% of the benchmark datasets can be solved without needing 
to even look at the training data!

This should be worrisome. In what sense do we need machine learning, 
or deep learning, when it is not clear we need to learn from the training 
data in any way?

9Φ{Φ tŀƎŜΣ άhƴ tǊƻōƭŜƳǎ ƛƴ ǿƘƛŎƘ ŀ /ƘŀƴƎŜ ƛƴ ŀ tŀǊŀƳŜǘŜǊ hŎŎǳǊǎ ŀǘ ŀƴ ¦ƴƪƴƻǿƴ tƻƛƴǘΣέ Biometrika, vol. 44, no. 1-2, 1957, pp. 248-252.



The Benchmarks have other Problems:Run to failure bias

Å (esp. Yahoo and NASA) Run to failure bias: Most of the anomalies appear at 
the end of a time series.
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Location of the rightmost anomaly label for the Yahoo A1 

datasets, normalized as a percentage of the full length 

¢Ƙƛǎ ƳŜŀƴǎ Ƨǳǎǘ ƎǳŜǎǎƛƴƎ άƴŜŀǊ 
ǘƘŜ ŜƴŘέ ŘƻŜǎ ǉǳƛǘŜ ǿŜƭƭΦ

Yahoo A1 real37

Most anomalies are near the end



D-2.txt

M-2.txt
Å Consider these examples from NASA MSL 

Å More that half the data is labeled as being 
an anomaly! 

ÅάŀƴƻƳŀƭȅέ ƛǎ ŀ ǎȅƴƻƴȅƳ ŦƻǊ άǊŀǊƛǘȅέΣ ōǳǘ 
ǘƘŜǎŜ ŀƴƻƳŀƭƛŜǎ ǎǳǊŜ ŀǊŜƴΩǘ ǊŀǊŜΦ 

Å A real anomaly detection algorithm must be 
able to deal with the tiny prior probability of 
seeing an anomaly.

Å As an aside, note that we also have both 
run-to-failure bias and triviality, and 
probably partial mislabeling 

The Benchmarks have other Problems:Unrealistic Anomaly Density I



Å/ƻƴǎƛŘŜǊ ǘƘƛǎ ŘŀǘŀǎŜǘΦ Lǘ Ƙŀǎ моо άŀƴƻƳŀƭƛŜǎέΣ ŀƭƭ ƻŦ ǿƘƛŎƘ ŀǊŜ ōŀǎƛŎŀƭƭȅ 
ƛŘŜƴǘƛŎŀƭ ŀǊǊȅǘƘƳƛŀǎΦ Lƴ Ƴȅ ǾƛŜǿΧ

Å Isn't this much closer to a classification or clustering problem? 

Å If you find one anomaly, you are going to find them all. Reporting we got 133 out of 
133! implies an unwarranted level of utility and success. 

Å Even better, I would try to get one wrong, so I could report: Our accuracy is 0.9924!

Å Note that it is also trivial in the one line of code sense

0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000

MBA805 (excerpt) 

Also suffers from triviality

The Benchmarks have other Problems:Unrealistic Anomaly Density II



Lƴ ǘƘŜ ǊŜŀƭ ǿƻǊƭŘΣ ŀƴƻƳŀƭƛŜǎ ŀǊŜ ǊŀǊŜΧ

0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000

MBA805 (excerpt) 

One anomaly a year, not good. Two 
anomalies in a year, people start 

talking. Three anomalies in a year, 
better start looking for a new job

Mike Noskov, Director, Data 
Science, Aspen Technology

Also suffers from triviality

The Benchmarks have other Problems:Unrealistic Anomaly Density III



ÅMany papers report three, four or five digits of precision for their experimental results. 

ÅOf course, the great uncertainly in ground truth labels suggests that this is meaningless.

ÅHowever, evenif we assumed that we had perfect ground truth labels, much of the precision 
claimed would still be wrong. 

ÅConsider the below, this once-a-hour sampled sensor was broken from midnight to midnight 
on Xmas day.

Spurious Precision is Rampant in TSAD I  



ÅMany papers report three, four or five digits of precision for their experimental results. 

ÅOf course, the great uncertainly in ground truth labels suggests that this is meaningless.

ÅHowever, evenif we assumed that we had perfect ground truth labels, much of the precision 
claimed would still be wrong. 

ÅConsider the below, this once-a-hour sampled sensor was broken from midnight to midnight 
on Xmas day.

0

ÅSuppose my algorithm finds this, can I claim that I got 24 out of 24?

ÅNo!, these are not independent events, I got 1 out of 1, not 24 out of 24!

ÅIs this obvious to you? Great, but see the next two slides, and see many TSAD papers.

Spurious Precision is Rampant in TSAD I  



1 3751

ECG(A) or chfdbchf01275 

[a] Lifeng Shen, Zhongzhong Yu, Qianli Ma, James T. Kwok: Time Series Anomaly Detection 
with Multiresolution Ensemble Decoding. AAAI 2021: 9567-9575

Spurious Precision is Rampant in TSAD I  

ÅConsider this very trivial anomaly detection 
dataset, ECG(A) (it is shown in is entirety!!).

ÅA recent paper published an experiment on this 
dataset, giving results with 4 significant digits! 

ÅThis implies ludicrously fine distinctions are being 
made. However, I argue the results should be 
binary (detected | not-detected).

ÅIf the precision relates to timing, then it is making 
a distinction down to 1/250th of a second, 
something that is medically impossible. (Quote from 
/ŀǊŘƛƻƭƻƎƛǎǘ 5ǊΦ DǊŜƎ aŀǎƻƴ άNo one could meaningfully label the 
onset with a precision greater than 1/10th of a secondέύ

ÅMany TSAD papers make similarly meaninglessly 
overspecified claims, giving the illusion of careful 
and statistically meaningful distinctions being 
made. This is just nonsense. 



Non-reproducible Experiments andSpurious Precision 

Å There are many papers that publish on time series that are publicly available, 
but the anomaly labelsare not available!

Table 2: Precision (prec), recall (rec) and F1 score results (as %) 
on various data sets. The number in brackets after the F1 value is 
the rank of the method. The smaller the better

Å But if the anomaly labelsare not available, then you cannot 
reproduce a single number.

Å Moreover, this practice is open to an obvious idea for abuse: 
1Run your algorithm, then use its predictions as the ground 
truth!

Å In this case, I happen to have introduced both 2D-guesture and 
power-demand to the community almost 20 years ago.

Å These are reasonable datasets for showing anecdotal examples. 

Å But the anomalies within them are highly subjective, there is 
simply no way to pull out four significant digits from these 
datasets.

Å There is no unambiguous way these authors could have 
obtained ground truth here. These results are nonsense.

Timeseries Anomaly Detection using Temporal Hierarchical One-Class Network1I am not claiming the paper on this page did that, but I do think papers have done this

Neurips2020
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the rank of the method. The smaller the better

Å But if the anomaly labelsare not available, then you cannot 
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Assuming that Deep Learning is the Answer
Å A large fraction of TSAD papers assume that deep learning is the answer, and their paper 

reduces to: We will show that this variant of deep learning is better than those seven 
variants of deep learning2.

Å However, because of the many reasons discussed above, I think that there is currently zero
evidence that deep learning is SOTA for TSAD1.

Å Moreover, we should expect deep learning to have difficulties in this setting:
Å Few or no labeled examples

Å Very complex models, with relatively small datasets

Å For time series classification, which does have lots of labels, lots of data and lots of constraints, deep 
learning is only a little bit better than 50-year-old nearest neighbor classification with DTW.

Å I am not saying deep learning couldnot work here. But I am willing to say that I do not 
think anycurrent deep learning for TSAD methods can beat simpler decade old 
approaches. We certainly cannot assume this is the case.

1I am not making any claims about deep learning in general
2DAEMON: Unsupervised Anomaly Detection and Interpretation for Multivariate Time Series
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[ matrixProfile , p, m, d]=interactiveMatrixProfileVer4_website((ecg3(1:120000,2)),300);,    plot( movmin(matrixProfile,64)>2.2,'r')

One of the best papers on deep learning TSAD I have read is the recent: Temporal 
convolutional autoencoder for unsupervised anomaly detection in time series. 

Usually well written, strong reproducibly, some real insights. 

However, at the end of the day, they have to learn or set a dozen parameters to create 
predictions for datasets like the below (their first dataset of 48 considered)  
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0

Time series discords(blue), thresholded to predict 
anomalies (red)

[ matrixProfile , p, m, d]=interactiveMatrixProfileVer4_website((ecg3(1:120000,2)),300);,    plot( movmin(matrixProfile,64)>2.2,'r')

One of the best papers on deep learning TSAD I have read is the recent: Temporal 
convolutional autoencoder for unsupervised anomaly detection in time series. 

Usually well written, strongreproducibly, some actual insights. 

However, at the end of the day, they have to learn or set a dozen parameters to create 
predictions for datasets like the below (their first dataset of 48)  

However, a 20-year-old, simple, fast, single-parameter, dozen-lines-of-code method seems 
to be at least competitive. What does the use of deep learning buy for us here?



Example of Deep Learning, but Shallow Thinking I

Å At leasttwo recentpapersdid the following

Å Usedeep learningto look at a PPGsignal,and classifythe user's
behaviorinto walking/runningetc.

Å Thisisa stunningresult!

Å The result is attributes to variousάƳŀƎƛŎŀƭέproperties of deep
learning.



Example of Deep Learning, but Shallow Thinking II

Å Butwait a minute..

Å If you havethe PPG,you can trivially get the heart rate, and the respirationrate
(aswe havedonefor decades).

Å If youtreat it asa simple2Dproblemfeature,a linearclassifierismuchbetter!

heart rate

re
sp

ir
a
ti
o

n
 r

a
te

walking/running

Here deep learning is doing nothing magical. It is doing indirectly and 
expensively, what people have been doing directlyfor decades, and 
ŀǘǘǊƛōǳǘƛƴƎ ƛǘ ǘƻ ǘƘŜ άƳŀƎƛŎέ ƻŦ ŘŜŜǇ ƭŜŀǊƴƛƴƎΦ  



Example of Deep Learning, but Shallow Thinking III

Å I believe that most deep learning for TSADpapersare
like the exampleon the lastslide

Å They are using complex deep learning to solve a
problem that wassolvablewith much simplermethods
decadesago.

Å They are attributing their άǎǳŎŎŜǎǎέto some vague
άƳŀƎƛŎέof deep learning, not to the fact that the
datasetsthey areworkingon aretrivial!



Late Breaking News

ÅTwopapersmakesimilarobservationsin a slightlydifferent time seriescontext.

E. L. Manibardo, I. Laña and J. Del Ser, "Deep Learning for Road Traffic Forecasting: Does It Make a 
Difference?," in IEEE Transactions on Intelligent Transportation Systems (Early access), 2021.



Stabbing William of Ockham in the Heart  

July 1st (2014) Jan 31st (2015)

Discord score
Recall the NY Taxi dataset.

Up to the limit of subjectively 
of labels, it is clear that we 
can find all the anomalies 
with simple single-parameter 
method, for example the 
Matrix Profile.



Stabbing William of Ockham in the Heart I  

July 1st (2014) Jan 31st (2015)

Discord score
Recall the NY Taxi dataset.

Up to the limit of subjectively 
of labels, it is clear that we 
can find all the anomalies 
with simple single-parameter 
method like time series 
discords, that has been 
around for 20 years.

Yet there are dozens of 
papers that have to learn or 
set five or more parameters 
to do the same (or a worse) 
job on this dataset.

What does that achieve?
Time series anomaly detection from a Markov chain perspective  ICMLA 2019

A framework for end-to-end deep learning-based anomaly detection in transportation networks
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This paper proposes a veryŎƻƳǇƭŜȄ ƳŜǘƘƻŘ άŀŘŀǇǘƛǾŜ ŀƴƻƳŀƭȅ ŘŜǘŜŎǘƛƻƴ ΦΦ ƘƛŜǊŀǊŎƘƛŎŀƭ ŜŘƎŜ ŎƻƳǇǳǘƛƴƎΧ 
ƳǳƭǘƛǇƭŜ ŀƴƻƳŀƭȅ ŘŜǘŜŎǘƛƻƴ 5bb ƳƻŘŜƭǎ ǿƛǘƘ ƛƴŎǊŜŀǎƛƴƎ ŎƻƳǇƭŜȄƛǘȅΧ ŀŘŀǇǘƛǾŜ ƳƻŘŜƭ ǎŜƭŜŎǘƛƻƴ ǎŎƘŜƳŜ Χ 
contextual-ōŀƴŘƛǘ ǇǊƻōƭŜƳ Χ ǊŜƛƴŦƻǊŎŜƳŜƴǘ ƭŜŀǊƴƛƴƎ ǇƻƭƛŎȅ ƴŜǘǿƻǊƪΦέ ώŀϐΦ
I could not count all the parameters set, but clear more than a dozen.
¢ƻ ŜǾŀƭǳŀǘŜ ƛǘΣ ǘƘŜȅ ǳǎŜ ǘƘŜ ŘŀǘŀǎŜǘ ōŜƭƻǿ ŀƴŘ ǎŀȅΧ
άWe manually label a day as abnormal if it is a weekday with low power consumptionέΦ

[a] Mao V. Ngo, Tie Luo, HakimaChaouchi, Tony Q. S. Quek: Contextual-Bandit Anomaly Detection for IoT Data in Distributed Hierarchical Edge Computing. ICDCS 2020: 1227-1230

Stabbing William of Ockham in the Heart II  
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¢Ƙƛǎ ǇŀǇŜǊ ǇǊƻǇƻǎŜǎ ŀ ǾŜǊȅ ŎƻƳǇƭŜȄ ƳŜǘƘƻŘ άŀŘŀǇǘƛǾŜ ŀƴƻƳŀƭȅ ŘŜǘŜŎǘƛƻƴ ΦΦ ƘƛŜǊŀǊŎƘƛŎŀƭ ŜŘƎŜ ŎƻƳǇǳǘƛƴƎΧ 
ƳǳƭǘƛǇƭŜ ŀƴƻƳŀƭȅ ŘŜǘŜŎǘƛƻƴ 5bb ƳƻŘŜƭǎ ǿƛǘƘ ƛƴŎǊŜŀǎƛƴƎ ŎƻƳǇƭŜȄƛǘȅΧ ŀŘŀǇǘƛǾŜ ƳƻŘŜƭ ǎŜƭŜŎǘƛƻƴ ǎŎƘŜƳŜ Χ 
contextual-ōŀƴŘƛǘ ǇǊƻōƭŜƳ Χ ǊŜƛƴŦƻǊŎŜƳŜƴǘ ƭŜŀǊƴƛƴƎ ǇƻƭƛŎȅ ƴŜǘǿƻǊƪΦέ ώŀϐΦ
I could not count all the parameters set, but clear more than a dozen.
¢ƻ ŜǾŀƭǳŀǘŜ ƛǘΣ ǘƘŜȅ ǳǎŜ ǘƘŜ ŘŀǘŀǎŜǘ ōŜƭƻǿ ŀƴŘ ǎŀȅΧ
άWe manually label a day as abnormal if it is a weekday with low power consumptionέΦ

It is a very nicely written paper. But at the end of the day, it is clear that we can find all the anomalies with 
simple single-parameter method like time series discords, that has been around for 20 years.

[a] Mao V. Ngo, Tie Luo, HakimaChaouchi, Tony Q. S. Quek: Contextual-Bandit Anomaly Detection for IoT Data in Distributed Hierarchical Edge Computing. ICDCS 2020: 1227-1230

Not a holiday, but an important cultural eventtime series discords

Stabbing William of Ockham in the Heart II  



hŎƪƘŀƳΩǎ ǊŀȊƻǊ ƛǎ ǇŜǊƘŀǇǎ ǘƘŜ Ƴƻǎǘ ŦǳƴŘŀƳŜƴǘŀƭ ǇǊƛƴŎƛǇƭŜ ƛƴ ŀƭƭ ƻŦ ǎŎƛŜƴŎŜΦ

In essence, we should prefer the simplest solution to a problem.

However, it is clear that some TSAD papers are proposing solutions that are orders of 
magnitude more complex than the need to be, given the data they examine. 

Thesolution?
Å Test on non-trivial datasets that warrant all this complexity.
Å Stopwriting this overcomplicated papers.

Stabbing William of Ockham in the Heart III  

By self-created (Moscarlop) - Own work, CC BY-SA 3.0, https://commons.wikimedia.org/w/index.php?curid=5523066



{ŜǾŜǊŀƭ ǇŀǇŜǊǎ ǎŀȅ ǎƻƳŜǘƘƛƴƎ ƭƛƪŜΧ

ÅάWe manually label a day as abnormal if it is a weekday with low power consumptionέ ώŀϐ
ÅάA week when any of the first 5 days has low power demands is considered anomalousέ ώōϐ
Åάwe considered anomalies as weekdays that have low level on power consumptionέ ώŎϐ

But think about it. If you can concretely define in a single English sentence what you expect 
to find in advance, is that really anomaly detection?

!ƴƻƳŀƭȅ ŘŜǘŜŎǘƛƻƴ ƛǎ ƳŜŀƴǘ ǘƻ ōŜ άexpect the unexpectedέΣ ōǳǘ ƎƛǾŜƴ ǘƘŜ ŀōƻǾŜΣ L ŎƻǳƭŘ Ƨǳǎǘ 
do similarity search, which is a much easier problem. 

[a] Mao V. Ngo, Tie Luo, HakimaChaouchi, Tony Q. S. Quek: Contextual-Bandit Anomaly Detection for IoT Data in Distributed Hierarchical Edge Computing. ICDCS 2020: 1227-1230
[b] LSTM-based Encoder-Decoder for Multi-sensor Anomaly Detection. Malhotra et al. ICML 2016 
[c] LSTM-based Anomaly Detection on Big Data for Smart Factory Monitoring. Van Quan Nguyen 2018

Not doing anomaly detection, and 
calling it anomaly detection

en.wikipedia.org/wiki/Streetlight_effect

Streetlight 
fallacy



{ǿƛǘŎƘƛƴƎ DŜŀǊǎΧ

ÅThus far this talk has been negative, sorry

ÅLet me switch to a small positive contribution I can make

ÅMany of the problems I noted derived from poor datasets and poor 
measures of success (spurious precision etc.)

ÅI havetried to makesomeŎƻƴǘǊƛōǳǘƛƻƴ ƘŜǊŜΧ



UCR/HEX Anomaly Benchmark Datasets 2021

Å I have created a set of 250 time series anomaly detection benchmark 
datasets.

Å While not perfect, I hope that they will allow for more meaningful 
empirical work by the community. 

1To reasonable, but not perfectdegree of certainty 



The Rationale for the Datasets
ÅGiven the previously noted issues, we ask if we could we create a 

better data collection?
ÅAvoiding Triviality, Mislabeling, Run-to-failure bias and Unrealistic anomaly density (someάǘǊƛǾƛŀƭέ ŘŀǘŀǎŜǘǎ ŀǊŜ hY 

to have a spectrum of difficulty).

ÅAvoid issues in scoring by making the discovery of an anomaly be a binaryevent. 

ÅHave lots of datasets, so the sum of many binary events is a real number (the percentage correct) that 
discriminates among competing ideas.

ÅSome algorithms may be biased to predict the beginning or the end of an anomaly. In any case, the exact beginning 
ƻǊ ŜƴŘ ƳƛƎƘǘ ƴƻǘ ōŜ ǿŜƭƭ ŘŜŦƛƴŜŘΦ [Ŝǘϥǎ ōȅǇŀǎǎ ǘƘŜ ƛǎǎǳŜΣ ōȅ ŀŘŘƛƴƎ ǎƻƳŜ άǎƭƻǇέ ōŜŦƻǊŜ ŀƴŘ ŀŦǘŜǊ ǘƘŜ ŀƴƻƳŀƭȅΦ ¢Ƙƛǎ 
barely effect the default rate and avoids penalizing otherwise very accurate algorithms.

True anomaly is in yellow region, but prediction in any part of the highlighted 
region is marked as correct. Youscoreonebinarydigit.

1 3751

ECG(A)
1 3751

ECG(A)

{ƻƳŜƘƻǿ ǇŜƻǇƭŜ ƎŜǘ ŦƻǳǊ ǎƛƎƴƛŦƛŎŀƴǘ ŘƛƎƛǘǎ ƻǳǘ ƻŦ ǘƘƛǎΧ



The Rationale for the Challenge Design

ÅAnomaly discovery methods typically have two parts 

Å(a) finding the region(s) most likely to be an anomaly

Å(bύ ǳǎƛƴƎ ǎƻƳŜ άǘƘǊŜǎƘƻƭŘέ ǘƻ ǇǊŜŘƛŎǘ ƛŦ ƛǘ ǊŜŀƭƭȅ isan anomaly.

Å²Ŝ Ƴŀȅ ōŜ ǿǊƻƴƎΣ ōǳǘ ǿŜ ǎŜŜ ΨaΩ ŀǎ ōŜƛƴƎ ǘƘŜ ƘŀǊŘŜǎǘ ǇŀǊǘ ƻŦ ǘƘŜ ŎƘŀƭƭŜƴƎŜΦ Lƴ ŀƴȅ ŎŀǎŜΣ ΨbΩ 
can sometimes depend on some out-of-band information.

Å²Ŝ Ŏŀƴ ŎƻƳǇƭŜǘŜƭȅ ǊŜƳƻǾŜ ǘƘŜ ΨbΩ ǉǳŜǎǘƛƻƴ ōȅ ƘŀǾƛƴƎ exactlyone anomaly per dataset, and 
telling people there is exactlyone anomaly per dataset. 

ÅIf we do have binary scores per dataset, we are going to need to have lots of datasets, in 
order to have discrimination among teams. 

ÅHow do we get lots of datasets?? (next slide)



Getting Datasets

ÅWe posted a call for datasets in Reddit/ML and in Dbworld

ÅWe  wrote to essentially everyone that published a paper in SIGKDD, ICDM, ICDE, SDM, 
VLDB, SIGMOD, NeurIPSin the last five years, on the topic of time series anomaly 
detection1.

ÅWe wrote to essentially everyone that cited Yahoo, Numenta, SMAP, MSL, SDM, MBA-ECG
SWAT (using Google scholar). 

ÅThese efforts yielded zero datasets.

ÅThus, I created the datasets myself (with some help from my students) using datasets I 
have collected or created over 20 years.

1To be fair, we might have missed a paper or two, and we did not aggressively pursue bounce emails etc.



¢ƘŜǎŜ ŘŀǘŀǎŜǘǎΧ

ÅLargely solve the mislabelingproblem1

ÅSolve the triviality2/ run-to-failure/unrealistic density problems

ÅCompletely solve the spurious precision problem

ÅI am not going to go thru all 250 datasets, but let us see an example to get 
a flavor 

1To reasonable, but not perfectdegree of certainty. 2A small subset are trivial, to allow a spectrum of difficulty  



012_UCR_Anomaly_tiltAPB1 _100000 _114283 _114350 .txt

Å Dataset number
Å Mnemonic name
Å From 1 to X is training data
Å Beginanomaly 
Å Endanomaly 
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0 700

Black is original data; green is data after anomaly was introduced

The data comes from a healthy male on a tilt table.
At first, he is supine, at around 80000, the table is tilted 
forward. The trace is his APB.

The anomaly is synthetic. There is a secondary peak after the 
dicrotic notch. It is normally about half the size of the peak 
systolic pressure. For one randomly chosen beat, we made it 
much greater, almost as big as the main peak.



Selected 
input: record 
gaitndd/hunt17 , 
from 0:00.000 to 
5:00.000

Gait in 
Neurodegenerative 

Disease Database 
(gaitndd)

This dataset comes from someone walking on a force plate in a biomechanics lab.
The individual had a mostly symmetric gait, however, after some time, the left foot sensor developed a fault.

This allows us to create an almost 100% natural dataset. We simply took faulty data from  the left foot, and 
used it to replace some right foot data. We shifted it by a half cycle, slightly smoothing it to remove cut and 
paste artifacts, and reduced it amplitude so it was not necessarily the tallest peak. 

Fault in left 
sensor

Black is original data, 
green is data after 
anomaly was 
introduced
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UCR_Anomaly_gaitHunt1_18500_33070_33180.txt

0 100 200 300 400 500 600 700 800 900 1000
-2000

https://archive.physionet.org/physiobank/database/gaitndd/


Conclusions I 

ÅI hopeI haveconvincedyou,95%of paperson TSADmakeno contribution

ÅThesepapersare:

Å In the bestcase: Solvingproblemsa hardway,that we couldhavesolvedaneasyway,20yearsago.

Å In the worsecase: Contrivingexperimentsandcherry-pickingto makeanintrinsicallybadideaslookgood.



Conclusions II 

ÅWeshouldseethesefactsasa wonderfulopportunity

ÅWeshouldhavemore introspectionasresearchers.

ÅWeneedto think aboutproblems,what arewe trying to do?

ÅWeneedto think aboutevaluation,what countsasevidenceof success?

ÅWeshouldbe more(constructively) criticalasreviewers.

ÅDemand100%reproducibility. All code,all (carefullyannotated)data,all parametersettings/seeds

ÅInsiston commonsensebaselines

ÅThepaucityof gooddatasetsis partly to blame,we shouldreward thosewho are
willing to do the hardwork of creatinggooddatasetsandmakingthem public.



Questions? 

The new datasets will be linked from   www.cs.ucr.edu/~eamonn/time_series_data_2018/

100 200 300 400 500



Backup slides 



Dataset Design Principles I
ÅRemove the threshold question. Anomaly detection typically consists of two parts. A) Find the candidate region(s) 

that might be ŀƴƻƳŀƭƛŜǎΦ .ύ ¢Ŝǎǘ ƛŦΣ ǳƴŘŜǊ ȅƻǳǊ ƳƻŘŜƭΣ ȅƻǳ ǎƘƻǳƭŘ ŦƭŀƎ ǘƘŜǎŜ ŀǎ ŀƴƻƳŀƭƛŜǎΦ IŜǊŜ ǿŜ ǊŜƳƻǾŜ Ψ.ΩΣ ōȅ 
telling the world that there is exactly one anomaly ƛƴ ǘƘŜ ǘŜǎǘ ŘŀǘŀΦ   ²Ŝ Řƻ ǘƘƛǎ ōŜŎŀǳǎŜ Ψ.Ω Ŏŀƴ ŘŜǇŜƴŘ ƻƴ ŜȄǘŜǊƴŀƭ 
ŦŀŎǘƻǊǎ όƳƛǎŎƭŀǎǎƛŦƛŎŀǘƛƻƴ Ŏƻǎǘǎ ŜǘŎΦύΣ ŀƴŘ ǿŜ ǘƘƛƴƪ ǘƘŀǘ ƛƴ Ƴƻǎǘ ŘƻƳŀƛƴǎΣ ƛŦ ȅƻǳ Ŏŀƴ Řƻ Ψ!Ω ǊƻōǳǎǘƭȅΣ Ψ.Ω ǿƛƭƭ ōŜ ŜŀǎȅΦ

ÅTry to have diverse datasets.

ÅUse real data only in the case you can be sure the anomaly is the only (or by a large margin, most significant) anomaly.

ÅFor synthetic data, model something in the real world (when possible). For example:
Å This anomaly models a nurse placing her hand under the respiration strap.

ÅAvoid GoldilocksΦ CƻǊ ŀǘ ƭŜŀǎǘ ǎƻƳŜ ǇǊƻōƭŜƳǎΣ ƳŀƪŜ ƳǳƭǘƛǇƭŜ ǾŜǊǎƛƻƴǎΧΦ 
Å One that is obvious, probably anyalgorithm can find them.

Å One that is more subtle

Å One that is very verysubtle, probably noalgorithm can find them.

ÅImplication of the above: It is virtually certain that 100% accuracy is not possible.

0 100 200 300 400 500 600

This anomaly models a nurse 
placing her hand under the 
respiration strap

UCR_Anomaly_resperation1_100000_110260_110412.txt



Scoring Function Design Principles I
Avoid complex and opaque scoring functions We want a scoring function that..

Å Is a single number, for easy comparisons.

ÅDoes not have spurious location precision. If the ground truth says the anomaly is at say 1250, and an algorithm reports 1247or 1254, it 
should be counted as correct. This problem is compound by the fact that different algorithms report the leading edge, the centeror the 
trailing edge of a sliding window.

ÅHas a binary score for each example, that can be combined to a real number for the full collection. 

ÅwŜǇƻǊǘǎ ŀ ƴǳƳōŜǊ ŎƭƻǎŜ ǘƻ ȊŜǊƻ ŦƻǊ ŀ άǊŀƴŘƻƳ ŘŀǊǘέ ŀƭƎƻǊƛǘƘƳ όƛΦŜΦ ǘƘŜ ŘŜŦŀǳƭǘ ǊŀǘŜύ ŀƴŘ ŎƭƻǎŜ ǘƻ ƻƴŜ ŦƻǊ ŀ ǇŜǊŦŜŎǘ ŀƭƎƻǊƛǘƘƳ.

My suggestion

Å Let length of anomaly be L,            L= end ï begin

Å Let the prediction of an algorithm be an integer P

ÅP is labeled as correct if:               min(begin - L , begin - 100 )  <  P <  max(end+L, end+100)

Å²Ƙȅ ǘƘŜ ΨмллΩ ŎŀǎŜΚ {ƻƳŜ ŀƴƻƳŀƭƛŜǎ Ŏŀƴ ōŜ ŀǎ ǎƘƻǊǘ ŀǎ ŀ ǎƛƴƎƭŜ ǇƻƛƴǘΦ 

114283 : 114350

begin : end

Correct region

For this collection of datasets, the only meaningful 
ǎŎƻǊŜ ƛǎ ǎƻƳŜǘƘƛƴƎ ƭƛƪŜ άнлт ƻǳǘ ƻŦ нрлέ



Is Deep Learning really useless for Time Series? 

ÅMaybe not: Perhapsno one hasfigured out how to do properly yet, but one day
soona mind-blowingpaperwill appear. (AndI wouldbe first to championit)

ÅOr perhapsthat paper is alreadyout, but I have foolishly dismissedit, becauseI
find the experimentsunconvincing,or becauseI amjust stupid.

---

ÅMaybe yes: No one expects deep learning to have an impact on say sorting
numbers. Maybetime seriesproblemsare sosimplethat they cannotbenefit from
whateverit is that deeplearningdoes.

ÅMaybe yes: Time seriesis a little unusualin that we have near perfect distance
measurein DTW(which includesEuclideanDistanceas a specialcase). Maybe,
givena strongdistancemeasure,nothingelsereallymatters.



Ground Truth Labels are Impossible for Anomaly Detection!

Å For some ML problems, we canget perfect ground truth, i.e., cats vs dogs

Å However, for anomaly detection, we can neverhave perfect ground truth.

Å Consider the example below, where is the anomaly?

0 0.2 0.4 0.6 0.8 1 1.2 1.4 1.6 1.8 2 10
4

Å Surely it is at the highlighted region? 

Å No, anyone that has worked in a biomechanical lab has seen this many times, it is the 
patient turning around at the end of the forceplateapparatus.

Å The anomaly is at 16,000, the lack of a heel strike, which isunusual.

I have tried and tried to tell folks that if the underlying 
uncertainty in your labels is larger than any change in relative 

performance, the change is meaningless Vijayant K . VP of 

Product: ML & AI at Optum


